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Stop Threats Before They Stop You i-ComplyG3 Business Benefits

Data | Iting fi ber-attacks i f th test threats faci .
ata loss resulting from cyber-attacks is one of the greatest threats facing your . No expensive hardware costs or

business today. That's why having a network perimeter security solution as the N
capital investment.

first line of defense is essential to an effective information security program.

Network firewall devices and solutions like |-Evolve’s i-ComplyG3 form the * Industry leading threat protection

foundation necessary to protect your organization’s data, network and critical and intrusion prevention.

assets from outside intruders and threats. Yet, many organizations continue to « Simplified security management.
be challenged by managing these solutions in-house due to the heavy technical

* Improved disaster recovery.
burden of day-to-day management or lack of available, skilled security expertise.

I-Evolve’s i-ComplyG3 managed firewall solution is uniquely designed to address * 24x7 monitoring.
all of the complexities associated with the deployment, management and ongoing « Increased productivity.

threat monitoring of these enterprise firewalls. L
» Scalable to meet your organization’s

) ) needs.
Firewall Overview
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i-ComplyG3: Managed Firewall

; j-Ci lyG3
Product Features Cisco I-Comply

ASA Standard  Enterprise
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Stateful Firewall - tracks the operating state and characteristics of network traffic.

Multi-WAN Failover and Policy Based Routing — configure multiple Internet connection to share the traffic load, or add a
redundant Internet connection to the i-ComplyG3 to achieve a higher reliability network connection

Site to Site VPN — IPSEC and SSL capabilities

Highly scalable security appliance architecture that performs at up to multigigabit speeds; consistent and robust security
across small office, branch offices.

Enterprise-class management: Dashboards and drill-down reports of discovered hosts, applications, threats, and indications
of compromise for comprehensive visibility.
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Remote Access VPN — IPSEC, SSL, Two factor authentication \/
v
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Scalable — i-ComplyG3 is right sized for your usage and needs. I-ComplyG3 can accommodate growth as needed.
Configuration Backups - backups of configuration changes are safely stored offsite in I-Evolve’s secure cloud.
Monitoring — alerting and escalation alerting are included

Replacement Hardware — I-Evolve maintains stock replacement hardware in the event of an onsite hardware failure
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Layer-8 Application Control and QoS - Enables user-aware visibility and control over thousands of applications with \/
granular policy and traffic-shaping (QoS) options based on application category, risk, and other characteristics.

Executive Summary Reports — Internet and web content usage statistics based on user or machine

Next-gen Intrusion Prevention System - Provides advanced protection from all types of modern attacks. It goes beyond
traditional server and network resources to protect users and apps on the network as well.

Advanced Threat Protection - Instant identification and immediate response to today’s most sophisticated attacks.
Multi-layered protection identifies threats instantly provides an emergency response.

Advanced VPN technologies - Adds unique and simple VPN technologies including our clientless HTML5 self-service
portal that makes remote access incredibly simple.

Powerful user and group web policy - Provides enterprise-level Secure Web Gateway policy controls to easily manage
sophisticated user and group web controls.

Advanced Web Threat Protection - i-ComplyG3’s advanced engine provides the ultimate protection from today’s
polymorphic and obfuscated web threats. Innovative techniques like JavaScript emulation, behavioral analysis, and origin
reputation help keep your network safe.
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